Online Safety Parent Information Workshoa —Qbruary 2023

This presentation will cover: 7|

- Why is online safety important? L
- On_line Safety at PTCPS_ o \ .
- Things to be wary of online } i
- How to set protections, filter%n controls

- What you can do for your child

- Where to find help

O /




Why is online safety important?

Google G @ , °

Google Facebook Instagram Twitter WhatsApp &
4.1m search queries 1.3m logged in 698k scrolls 194k tweets FB Messenger
59m messages sent

o' TikTok GIE".I% & £££

TikTok Twitch 400k apps 1.Im
1.4k downloads 1.2m views downloaded spent online

Because the internet is incredibly powerful! y




& 4
Elm class recently had some teaching fromTBM about Cyber Security, using

the CyberDay4Girls program. The research team who run the prograns
the following statistics: ’

8_1 1 60% have their own mobile phone ‘

To go online: 71% use a mobile phone, 79% use a tablet and 55% use a laptop y, v

95% use video sharing platforms

54% use live streaming apps/sites /
84% use messaging sites/apps

64% use social media and 60% have their own social media profile

69% play games online

79% watch TV or films on any type of device other thana TV set (90% on a TV set)

51% watch live TV vs 76% who watch SVoD' e 7%
32% have seen something worrying or nasty online & — 2
32% were able to correctly identify sponsored search results Q

* Most children under 13 had their OW;‘pFofiIe on at least one secial media
app or site; 33% of parents of 5-7s said their child had a profile, and 60%
of 8-11s said they had one.

* More than a third of 8-17s who gamed online playe@ with peopie the
didn’t know (36%); 16% of 8-17s chatted to people they didn’t krrow via
the messaging/ chat functions In games.




When we look at this alongside Ofcom's*Z\BO@" research, we can see that
children as young as 3 are using technology and media on a dailygeé

]

Media usage by age

6in10 use
any device to
go online

their own

tablet

36% more

likely to watch @
streamsan a

rnobile device

51% use
YouTube
in 2019

compared to
7% in 2016

Reference: Ofcorm (2019) hitg

tablet to do the same
.U 25% use 2
smart speaker
n in the home
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35% play 45% use a smartphone to

games online @ go online and 72% use a

tablet to do the same
5% have
their own
smartphone

62% play games
for just over
6 hours a week

37% own their
own smartphone

27% use a 66% ooy
smartphone to go .
online and 63% use a : gameas onl

T4% who own a
smartphone are allowed to
take it to bed with them

.\ 81% use their phone
to go online and 69%

to do the same

Qe Qe Qe Q=

98% spent over 11 hours
of streaming from a
device per week

B83% have their
own smartphone

internet
matters.org



en a?)n't even realise

The internet is such a huge part of our live
we're using It. )
Doorbells, shoes, watches, kettles, fridges, cars, light bulbs, thermostg
washing machines are just some of the everyday items that can be controlled
remotely, or by voice, through the internet. Not to mention the entire W(&Fof
knowledge at our fingertips throughsour mobile phof€s, tablets; or‘Al deVices.

-

It's fantastic, but the
potential for children to be
Involved In foul play, fraud,

overuse, inappropriate use

Risks parents are concerned about

and exposure to content Encouraging self-harm 62%
WhICh they are too young fOI’ Privacy and data collection 50%
iS Very hlgh Cyberbullying 45%

Radicalisation 41% l
O Excessive screen time 25%
Online safety Is important

because our children are
Important!




If you want to learn more about Internet CM
Devices, find out what things you/have that might have

Internet access or just check you're using the right
settings, this website has lots of helpful advice:

|

- ’
R //

NSPCC Internet Conngcted\Devices. |
T &
y ,
Google and Internet Matters have teamed up tes€reat %
Wellbeing Report, which gives parents some key facts about their

children's online use, and offers 'support and advice for keeping

children safe online. It makes some valuable but challenging

points about our own use of the internet and technelogy, ‘and how
O we can foster a positive relationship with /device§b,, _home.

Wellbei?a Rep’brt 20 1"
% | ‘



https://www.nspcc.org.uk/keeping-children-safe/online-safety/internet-connected-devices/
https://www.internetmatters.org/wp-content/uploads/2022/07/IM-Google-Wellbeing-Report-Screen.pdf

What does online safety look like at Punriemommunity Primary

School?

Please note
the Federati
renewal of g

ﬂ.........

Coronavirus
Inspection Reports

Mental Health

:hed are that Broad Oak School has now permanently closed and Inez Morse has left

Pupil Premium at Punnetts Town CP School. The amendments will be updated in line with the

School Performance
RSHE 2020

School Awards

Curriculum ~

Online Safety | Friends | Contact

3 You will find our
= Safety Policy un%er the

mwebsite. A

ine

Policies tab on our school

We also have some other
helpful websites an(eO
materials under quEOnline
Safety tab, including link
reportifg seryices i

CEOf.




Teachers
promote online
safety through
Computing
lessons and
other subjects
where possible,
with the aim of
supporting
puplils in these
areas.

O

4.5 Itis the responsibility of learners (at a level that is 2
appropriate to their individual age and ability) to:
o Engage in age appropriate online safety education opportunities.
e (Contribute to the development of online safety policies. |

» Read and adhere to Acceptable Use Policies.

e Understand the importance of good online safety practice out of schoaol,
and understand that this policy covers their actions outside of school if
related to their membership of the school.

» Respect the feelings and rights of others both on and offline.

e Take responsibility for keeping themselves and others safe online.
Seek help from a trusted adult, if there i1s a concern online, and support

others that may be experiencing online safety issues.
TN

Our Computing scheme of work incorporates explicit @nline

safety lessons as well as safety content embedded into other

lessons such as data protection within databases;keeping y
passwords secure when logging on and gainingconsentg = 4

before taking photographs during digitakmedia lessong: '



Throughout the year we also organise specific online safety
events and teaching from external companies and internally,
such as Safer Internet Day each February!




staying safe online and suitable use of devices, here at PTCPS.
Each classroom and learning space has these Acceptable Use poste
too, to support pupils' memory and learning of these
council worked with Mrs Golding to\produce photo

Ay

children's understanding. N %

ﬁwu‘qu Ksi

important rules
nd images to hel

I will be kind ito others
onlineg when | am sending
MRAAOGRA

I will ask an adult if I want
to wmse the compulers
| dewvices and will only use
it when they are with me

I will only use ackivikizs
that an adult hos told or
allowed me o uwse

I will osk for help from an
aduli if 1 am notl sure what
to do or if 1 think 1 hawe
done somelhing mwrong

I will keep informaolion
aboul me sofe

I will tell an aduli if 1 see
Asomething thal uwpsels me
on the Acreen or if 1 am
worried

I will nokt Ahare may
pOAAMWOTA

I know that if 1 breaok
these rules 1 might nol he
allowed Lo W) the
compulters | dewxices

rs visible

chool

Tg;;




A ble Use ag t - KS2

T —

I know that I wmill be able to
use the internek for many
keep myself and others safe |
must umse it responsibly

I will not share my password
with anyone, and I will log
off when 1 hawve finished
asing the computer or dewxice

I widd tell a teacher or other
adult if someone online
makes me feel mncomforiable
or warried when 1 .am online
LAING Goames or other websites

o5 BppA

else is not allowed

I will protect muyself hiy not
telling anyone | meet online
any of my personal
information. This includes my

address, my telephone
number, my naome

I know that information on
the internet may not he
reliable and it sometimes
needs checking so 1 will not
downlood any material from
the internekt unless [ hawe
permission

Cinderella!

[,
Pets are requined to wear
trousers in » New York
town

I will not send a picture of
myself without permission
drom a ieacher or other adult

I know that information on
the internet may not he
reliable and it sometimes
needs checking so 1 will not
downlood any material from
the internet unless I hawxe
permission

———
Pets are required 1o wear
trousers in @ New York
town

I know kthat memory skticks[CDs
from ouiside of the school
may carry sviruses sc 1 will

always give them ko my
teacher £6 they con be
checked hefore opening them

[ will not arrange to mesk
anyone | have met online
olone in person withaout

tolking to o trusted oduli

(£

[

I know that I am not allowed
on personal email, social
networking sites or instant
messoging whilst at school

I know that all

dewices [computers and
systema ot school are
monitored, including when I
am using them ot home

I will be polite and sensible
when I message people online

I will nok he rude or hurk
someone's Jeelings online

I will nok look for hod
language, inoppropriate
images or sviolent or
ansuitoble games, and if 1
accidently come OCrOAA Qay
of these I will repork ik ko a
teacher or adult, or a
parent/carer at home

IZ I get unkind, rude, or
bullying emaoils or messo.ges,
I wild report them to a
teacherfadult. I will not
delete them, I will show them
to the odult

/ #5
N\




1. Which devices do you use in school? 2. Which devices do you use at home?

1 115
o 1
57
LT
213
213
172
172
13
1/3
1;.5 1;.5 I
: n :
laptop desktop computer nothing ipad laptop mobile phone  smartwatch  games dievice
B K51 mEEL

v \ ,‘;ﬁ%"

1. Which devices do you use to go online?

~ Mrs Golding carried out an online

saiﬁq*esuonnalre with a few “

- " pupils from both Dallington and
Punnetts Town. In each schooﬁ , 6,
. Key Stage 1 and 8 Key Stage 2.
children completed the @

laptop rmobile phone  games device desktop

e questionnaire. Here aré some
— | the results. ‘

‘.l 4 y
L4

7B




T—— 4. What do you do when you go online?

meveryday = sometimes play games wiatch videos make pictures shopping

3. How often do you go on the internet or your
device? 1

KSl 23

1/2

LN 1/5
w

Y N 15

4 mES1

_ 3. What do you do when you go online?
2. How often do you go on the internet or your

device? 11/8
* 1
- 778
3/4
KS2 o
1/2
3/B
s I
. B
neveryday safewtimesaweck  m sometimes Zaming ressanch watching shopping  sodial media chat to other

“ul videos peopls

m K=
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5. Do you feel safe when you are online at home? 6. Does someone help you at home when you are p
online?
4

7. Do your parents or carers set online safety

rules?
wyes  w sometimes | ®yEs m 0w sOmMEtimes
} W“‘
5. Do you feel safe when you are online at home? }\
i
) LR =
- - 4 . :

6. Do your parents or carers talk to you about
online safety?

KS2
KS2

W yES E N0

®yEs § N0 s sometimes



8. Have you ever been upset by something
online?

e K 1o

9. If you are upset by something online, do you
know what to do?

W yES § N0

The most popular ap})s the child"ren )
were:

. WK-[QK\ ‘_

12. Do you know how to report and block
upsetting things online?

@

YOUWI‘( id named YouTube Kids)

Roblox
Google (two children named Goagle ,\._afeSearch)
Minecraft ;
WhatsApp /

Snapchat r -




At Punnetts Town, we recognise the valuable cantrllﬁqlon that parents m ke to
their children's learning and life experience. We always want to work ¢
with you to make sure that your child is happy, safe and learning, acr
areas of the curriculum. That extends to online safety, and it is important that
we all work together to keep our children safe wherever they mlght be |

accessing the internet, and whatever they may be dsing it for. Parents' r les

are included in our Online Safety po"%y- 4.6 Itis the responsibility of parents and carers to: -

/ s Read the Acceptable Use Policies and encourage their children to
: adhere to them. .

« Support our online safety approaches by discussing online safety
Issues with their children and reinforcing appropnate and safe online
behaviours at home.

+ Role model safe and appropriate use of technology and social media.

= Abide by the Acceptable Use Policies.

+ |dentify changes in behaviour that could indicate that their child is at
risk of harm online.

o 5Seek help and support from the setting, or other appropriate agencies,
if they or their child encounter risk or concerns online. '

« Contribute to the development of the online safety policies.

» Use our systems, such as learning platforms, and other network
resources, safely and appropriately.

» Take responsibility for their own awareness in relation to the risks and
opportunities posed by new and emerging technologies.

b



What can parents do to help children stay sa

W

Know what the risks are )
Set protections, controls and f\ters
Talk to your child about online safety

Know where to go for heIB'* } " »

nline?



1. What are the risks? -

There are three main areas of concern and consideration when children or
vulnerable people use'the internet. These are:

Owhere users can talk to other users, including those they don't khnow

y

£
=

Content What children mlghtTpd on the internet. This could be |{1 response
to a direct search, or coul;& be involuntarily fotind through pop up& unfiltered
links or passed on from a friend/online contact \\
Contact Who children speak to online%'? could be through email or online
messaging apps where you speak to someone youknow by entering their

contact details. However, many gaming sites and apps have a chat function

Conduct How children and other users behave onliné, inclu'dinﬂgB,
communicate with each other and their approach toﬁnternet use

o | ‘ »



2. Set protections, controls and filters = +\,‘

Most of the dangers within thejthree 'C's can be mitigated by pultti
place.

Content can be filtered so that inappropriate Iamﬁ:age or seargh rews are no
shown. However, filters are nevetr 100% successtut, so there may be things that
slip through the net. Some apps c\:lgverly avoid filters and show useré content
related to self-harm or suicide, extremism or racist.beliefs, violent or,;glistressing )
content, pornographic imagez or videos, edited video‘s\ and images orfake news £ .
and hoaxes. This is all unsuitable content for our children and vulhera ,
and we need to be aware that there is always.a risk of children being exposed to \
these dangers, even when we use filters. T SPCC offers some helpful advice
and support lines for children who have been exposed to inappropriaté content,
and their parents (link below). Many public places now have 'friendlywifi' Wwhich
@ filters search results and protects children online — see link formore
iInformation and to see the logo to look for. { sk

NSPCC Inappropriate content [ Friendly Wifi )

ks



https://www.nspcc.org.uk/keeping-children-safe/online-safety/inappropriate-explicit-content/
https://www.friendlywifi.com/

2. Set protections, controls and filters . *\"‘

Many home WiFi networks allow,users to create different profiles or s
children too. '\ |
Follow the link below to see mstruc;tlons for some of the main internet @viders 2l
learn how to set up these measures In your homeox v

i Parenta} Controls Internet Prqwder
Another control parents can put In phﬁce is to enable Google ‘SafeSearch’ on devices F
which their children have accesg to. Use the guide to Iearn how to enal&le and disable

this. SafeSearch *\ Am

Internet Matters have a fantastic resouree which allows parentsto see instructions for

enabling parental control settings on variou?'gﬁe consoles, social media apps and
smartphones and devices. Follow the link to use it. (

Parental Controlg=.
G's 'Family Link' app is brilliant. It allows parents to cocptrol theicchi

Consider downloading |t for your family. [!
Fam|lv Link ap



https://saferinternet.org.uk/guide-and-resource/parental-controls-offered-by-your-home-internet-provider
https://www.tlctech.com/safesearch/
https://www.internetmatters.org/parental-controls/
https://families.google/familylink/

2. Set protections, controls and filters *\"‘

Contact can be limited and controlled from parent devices. Many gd ning a
have a chat function, which can be disabled. Chzk the settings of each app

and disable anything you are not comfortable with for your child. Se e settings
also seem to enable a feature which replaces bad or inappropriate language
with hash tags so that children caﬁ;be profgéted and keep their pers?)nal
iInformation safe. At PTCPS \?te teach children to"NEVER agree to meet with

somebody they have met online, and to protect their bgrsonal information (like 4 &
full name, age, address, phone number, school, passWords eter)

Most social media apps have a recommende&age of 13, so parents_should not

let their children set up an account, and should not set one up for them, before

this. This will help-to protect vulnerable younger children from some‘more'

re content they might find and prevent children from/makingg: act wil
people they do not know online. @ﬂ» Vi




Many parents and children worry about Cyberbullying, which has many othe

related terms.

Cyberbullying terms

~

Cyberstalking

Masquerading

O

Fraping

Harassment

Roasting

Dissing

Griefi y
ing / 4

Trolling

Spotting the signs

Obsessive
-I in -I 0 Anxious
parents are unaware 54% Unwell
their child has
e of parents
wiorry about o
Cyberbullying Withdrawn
Jumpy

Why children might not report being bullied:

« embarrassment (39%)
+ being labelled a snitch (38%) Avoiding talking
« fear it will get worse (38%)

« worry they won't be taken seriously (30%) —
i
« nothing was done about reported bullying in the past (23%)

Change in behaviour




" - -
The main way to ensure that your child Memselves appropuatel
online is to show them what this looks like, by modelling good onlings
yourself. Internet Matters suggests these key rules: |

Have great internet manners

@ ‘ A
3 \§
1. Treat others as you would 2. If you wouldn't say it to someone 3. People can't see your body language, " i’ ,
like to be treated |
wvoice anline — so don't over-use icons and '
punctuation o corvey meaning
4. Don't make a situation worse by B. Don't start rurmours or spreacd 6. Don't make fun of V‘
pravoking people even more gossip about someone online someone in an online chat

in person don't say it online facial expressions or hear the tone of your
internet ‘
matters.org .
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@#!

7. Post things that will irgpaee and 8. Makoe Suré you don't oreate 8 negatne 9. Include peopie in online games
MOUVELE DD 1 & DOSILIVG Way SISO i A COlkne works O garme A SOGH Torurrd, 80d JONT intentionally
theough name caling Mave DEopke Out

nn
o3 ’

10, VYOuU CANT redrse matens Onoe 1'% st N Retpect other peopie's privacy 12, Respect ather peoples Urme s bandwiath (
Of pOsSted online SO # X MIGNT embarrass Ly HOing OALNG 100 rmauch INfOrmMation '\\ \

YOU Of SOMEOne. don't put it online
lntemet
matteri.org

B
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A ™S
School and home can work together to tMen the following things .
keeping a safe social media profile: |

O ~0 20!

Use a strong Use an alias and Don't include Show your child Change settings ,-
password avoid personal date of birth and how to block to private
pictures other personal and report
information

13 9 ¢ 9 ‘

Consider the Don't accept friend Switch off Tell them to
minimum age requests from location services think before

strancaers th ost internet
° o w



! N - -
In situations where your child unfortunately"does experience some forg of

Cyberbullying, there are places to seek help and support for your chile
yourself. )

Children can speak to'S@meone at

_Childline about their e>§perience.

X

© o A/ Aa - A

Heep the Know when to
evidence take it further
B2 . .
CEOP . Thinkuknow ® [ ¥ ] @
An@dy can report an issue on CEOP, | |
and the ‘Thinkuknow’ website gives tips reseE going online Tralone. ukying stops

on how to block and report on different
social media apps. | ) EX



https://www.ceop.police.uk/Safety-Centre/

If you discover that your child has been ‘*"

participating in inappropriate conduct online,
or acted as a bully, Internet Matters gives this
advice: |

Ignore it Get upset Be pdgrnental Condone it Take away
their devices

Fl1-:|1::ut Talk it Teach by Leam The NSPCC has this page‘agdld

through calr'n. ex@ample fram it - ] -

finding out more about Gybe

how to support your child: NS,

- /)/ : Cyberbullying *
"; ~ »



https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/bullying-and-cyberbullying/

_ w -
3. Talk to your child e

Explain to your child every action,you are taking to protect them. They#im
or agree with some of the stepsyou take, but if they understand why you are do
it, they will feel loved and know they can talk to youlif and when a problem arises:

Choices you make might be controversial or unpopttar, but it Is irﬁportan’f that
parents are in control of their Children's internét'and device usage, and | A
don't compromise what they want for their child justtbecause they say, "all my |

friends are doing it!" \ o
E E : Signin “_ Home ll. News Sport |; Weather I; iPlayer ] sounds I\ Bite: Y

NEWS

Home | Cost of Living | War in Ukraine | Coronavirus | Climate | UK | World | Business | Politics | Tech

Business | Your Money | Market Data | Companies | Economy | Technology of Business | CEO Secrets | Global Trade

O Samsung boss didn't give daughter a =
smartphone until she was 11 ,

(O 2 days ago



3. Talk to your child B

Setting a good example is also important when talking to your child al§6t
online safety. Children are most likely to imitate the behaviour around them,
so If parents are responsible technology users, th:k\re more Iikel)/ tobe
too! ‘ |

Parent views of who is the most responsible for supporting their children to have
positive experiences online

Mever use phoneftablet Always/Regularly use phone
Remem ber’ during famFi.Iy ma.:lltimas tahla::rsjuriig farlf'lily ml:naltimfas
what you do
parents : NG = Il 155
matters! school 3% I 1=
social media platforms B s% W73
Internet service providers and mobile networks B Mo
Children themselves B5% o
Covernment or regulators | A o
Online search engines =% 0%
Q Yideo games developers 123 W73
Games console manufacturers  12% | [

Cevice manufacturers | 1% l-i'r?ﬂ



4. Know where to go for help *"'.

You can find lots of information and parent

support, including age guides for different |

social media and gaming apps on the Internet x

Matters website, by foIIowmg this quk &z >

Xy . : ,
Age Guides, Parent Packs} There are some social netwc!rks which havelfs
and Resources been deS|gned for, and by, cmldren in orde,
add a level of )rotection and to nable t
under 13 to connect with their frien nline

saI“See the list'here:

Social Networks for Kids

You can read more about how to
online games here; the potential

risks involved and tips for keeping y A f
your child safe. [ W%

NSPCC Online games

H = \



https://www.internetmatters.org/schools-esafety/parent-online-support-pack-teachers/
https://www.internetmatters.org/resources/social-media-networks-made-for-kids/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-games/

National Centre for Cyber Security tips for B?l?fg Cyber Aware:

https.//www.ncsc.gov.uk/section/information-for/individuals-

families

\

Cyber Aware and staying secure online

From banking to shopping, and streaming to social media, people are
spending more time than ever online. Cyber Aware is the
government's advice on how to stay secure online.

Visit Cyber Aware

As well as our six Cyber Aware actions, the NCSC has provided further
guidance for those looking to stay secure online.

—=
Use a strong and separate password for your email +
Install the latest software and app updates +
Turn on 2-Step Verification (2sv) +

Password managers: using browsers and apps to safely
store your passwords

Backing up your data +

Three random words + It


https://www.ncsc.gov.uk/section/information-for/individuals-families

“M

Thank you very much for reading this presentation.

(rgolding@punnettstown.e-sussex.sch.uk) if you have any
questions or would like to discuss,any of this4 rmation-further. ®

!
Please do get in touch with the school office 3 with Mrs Golding /

g
M{ ‘

| hope you find it helpful, a’nd that you are able to use some of
this information to help keep your children safe onmwe. ‘

g y “,i’
\'< — 4
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